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Introduction 
Every public body that collects, uses, or discloses personal information is responsible for ensuring it is 
secure and handled appropriately. Information Access and Privacy (IAP) Services has created this privacy 
breach protocol to follow, should a privacy breach occur. This protocol is a companion document to the 
corporate Privacy Policy and will guide the decision making and documentation that is required in 
response to a privacy breach. 

As a reminder, personal information is defined in the Freedom of Information and Protection of Privacy 
(FOIPOP) Act and includes: 

(i) the individual’s name, address or telephone number, 
(ii) the individual’s race, national or ethnic origin, colour, or religious or political beliefs or 

associations, 
(iii) the individual’s age, sex, sexual orientation, marital status or family status, 
(iv) an identifying number, symbol or other particular assigned to the individual, 
(v) the individual’s fingerprints, blood type or inheritable characteristics, 
(vi) information about the individual’s health-care history, including a physical or mental 

disability, 
(vii) information about the individual’s educational, financial, criminal or employment history, 
(viii) anyone else’s opinions about the individual, and 
(ix) the individual’s personal views or opinions, except if they are about someone else; 

 
What is a Privacy Breach? 
As defined in the Privacy Policy, a privacy breach occurs when there is the intentional or unintentional 
unauthorized collection, use, disclosure, disposal, modification, reproduction, access or storage of 
personal information, that is in violation of the Freedom of Information and Protection of Privacy 
(FOIPOP) Act or the Personal Information International Disclosure (PIIDPA) Act.  

Some common types of breaches are: 

• Sending documents containing personal information in any way to the wrong person. For 
example, sending an email to the wrong address.  

• Snooping through files or database systems looking at personal information that you have no 
need to know. 

• Discussing someone else’s personal information with any person, whether inside or outside the 
workplace, who does not have a need to know that information 

• Testing computer systems using actual personal information as opposed to dummy data or using 
information that has identifiers removed.  

• Sharing your password to a system. 

• Data entry error or perhaps a technical error that results in someone getting someone else’s 
information, such as on a permit or licence 
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• Disclosing personal information of a client(s) to the public with malicious intent, this would 
include posting online such as through social media. 

In some instances, the following events could result in a privacy breach: 

• Theft or loss of equipment or devices containing personal information. 

• Carelessness in the transporting or handling of electronic devices such as memory sticks, laptops 
or tablets outside of the office without adequate security measures.  

• The sale or disposal of equipment or devices containing personal information without proper 
disposal procedures being carried out prior to the disposal or sale. 

• Unlocked office doors or filing cabinets or computers that are not logged off.  

• Breach of the network security that allows for a hacker to gain access to personal information. 

• Not ensuring that you verify the person’s identity before disclosing personal information. 

• Not disposing of documents or portable storage devices in a secure manner, such as shredding 
documents or wiping a device. 

• Not storing information in a secure manner, such as not using encryption or controlling access to 
shared folders.  

Privacy incidents are a subset of privacy breaches. Incidents are typically less severe than a privacy 
breach. An incident occurs when personal information is mishandled or incorrectly collected, used or 
disclosed in a limited or controlled environment. In these instances, the situation can be easily and 
quickly corrected without any harm to the individual. They are usually resolved immediately by the 
employees who become aware of them but if not addressed can escalate into a full-scale breach.  
Tracking incidents can be helpful to identify patterns or systemic issues that need to be addressed to 
prevent a larger breach. 

Examples of incidents and options to address them include: 

• Inadvertent storage of personal information – that can be resolved by properly filing a misfiled 
record 

• Data entry error of personal information – that is corrected before being used for decision 
making 

All known or suspected breaches or incidents require immediate remedial action, no matter the type of 
information or the perceived sensitivity of the personal information. Given the varied nature of privacy 
breaches, there is never a one-size-fits all response. All actions taken should be proportionate and 
appropriate to each breach.  

This protocol will help to make that determination as well as providing guidance through completion of 
the four essential steps of a breach response. This protocol should be followed whether the breach has 
occurred internally, or a third-party service provider notifies that they have discovered a breach that 
affects personal information entrusted to them, yet still under the public body’s control.
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Breach Management Process 

If a breach has been identified, then you must act immediately to: 

1. contain the breach 
2. evaluate the breach and assess the risk 
3. notify and report details of the breach 
4. investigate the cause to prevent future breaches 

The first three steps must be completed as soon as possible following a breach and will most likely be 
done simultaneously. The fourth step addresses longer-term solutions and prevention strategies.  

Documentation of the resolution of the breach at all stages must be kept. Keep a timeline of events, 
noting what happened when, who was notified, and when decisions were made. Document the breach 
response using the Privacy Breach Report form in Appendix A. (Word versions of all forms are available 
on the IAP Services Sharepoint Site) 
 

Roles and Responsibilities 
Responding to a privacy breach may require the involvement of many individuals, each will have a 
specific role in the process, and many will form part of the breach response team.  

 
Employee • Identifies possible privacy breach 

• Immediately reports suspected breach to their supervisor 
• Undertakes or assists with containment efforts 
• Assists with breach investigation as required 

Supervisor • Immediately reports suspected breach to the Privacy 
Designate/Privacy Specialist 

• Immediately undertakes containment efforts 
• Completes breach report or ensures it is completed  
• Assists with breach investigations as required 

Privacy Designate/Privacy 
Specialist 

• Receives notification of possible breach 
• Assesses and confirms if a privacy breach occurred 
• Co-leads the breach investigation 
• Notifies privacy designates in other program areas, if affected. 
• Conducts an assessment on the breach to determine level of risk 
• Recommends containment efforts 
• Determines who needs to be notified internally in consultation with 

the supervisor 
• Supports the program/business area leadership to establish a 

breach response team if required 
• With breach response team, determines if external notifications are 

required 
• Works with Communications and the program/business area to 

ensure notification is made to the affected individuals, including 
review of scripts, letters, media releases etc. 

https://novascotia.sharepoint.com/sites/SNS/SitePages/ICTS%20Privacy.aspx?web=1
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• With the breach response team, identifies risk mitigation and 
prevention strategies 

Program/Business Area 
Leadership 

• Leads the breach response team 
• Identifies containment, mitigation, and prevention strategies 
• Undertakes containment efforts 
• Co-leads the breach investigations  
• Completes or assists with completing breach report 
• Actions recommended risk mitigation and prevention strategies 

IT resources/Cybersecurity 
(CSDS) 

• Participates on breach response team where the breach involves IT 
resources 

• Escalates or invokes major incident response protocol, if required 
• Facilitates containment, mitigation, and prevention strategies 

especially as they relate to system-related breaches 
• Supports breach investigation 

Legal counsel • May participate on the breach response team if legal action is 
possible or legal interpretation is required  

• May assist in determining if external notification is required 
Communications Director • May participate on the breach response team 

• Assist in developing communications for external notification of 
affected individuals, when required 

• Prepares public messaging if necessary 
Human Resources • Participates on breach response team where personnel issues are 

involved (e.g., in cases of employee snooping) 
• Responsible for notification to the union if necessary 

Deputy Head/ 
Other Executive Leadership 

• Receives notifications and reports from breach response team 
• Participates as part of the breach response team, if required 
• Reviews recommendations from the breach response team or the 

Chief IAP Officer and makes final decisions regarding external 
notification or notification to the OIPC 

• Signs off final investigation report 
Manager, Privacy Program, 
Information Access and 
Privacy Services  
 

• Receives a report on all breaches  
• Provides advice on containment, mitigation, and prevention 

strategies 
• May lead or form part of the breach response team 
• Provides guidance on determining if notification to the Office of the 

Information and Privacy Commissioner (OIPC) is necessary 
• Coordinates communication and processes with the 

Commissioner’s office. 
Chief Information Access 
and Privacy Officer 

• Receives notifications and reports from breach response team 
• May lead or form part of the breach response team when required 
• Makes final recommendation regarding external notification and 

notification to the OIPC 
Additional Response Team 
Members – Government 
Services, SNS 

• Risk Management – to assist with insurance or other risk related 
activities 

• King’s Printer – to support notification efforts through printing or 
mailing of letters 



IAP Services Privacy Breach Protocol v 2.0 (April 2025) 
Department of Service Nova Scotia  Page 7 

 

The above table lists the main roles that will be involved in responding to a breach. There may be other 
individuals who may need to participate in the process, depending on the nature of the breach. These 
may include security/facility management, insurance and risk management or third-party service 
provider representatives. There may also be external parties that need to be engaged such as the police, 
professional or other regulatory bodies, financial institutions, or credit reporting agencies. Determining 
when these roles or organizations may need to be engaged will occur as the investigation into the 
breach evolves and the breach response team has enough information to make recommendations. 
 

Responding to a Privacy Breach 
 
Step 1: Contain the Privacy Breach 
Initiate this series of steps as soon as a privacy breach is thought to have occurred or is discovered. 
These steps should be completed in very quick succession.  

1.1 Notify Supervisor 
An employee who identifies that a possible privacy breach has occurred, should immediately notify their 
supervisor.  

An employee who identifies that a system issue has possibly caused a breach should immediately also 
notify the Department of Cyber Security and Digital Solutions, this may be by contacting the Service 
Desk.  

1.2 Notify Privacy Designate or Privacy Specialist 
The supervisor should immediately contact the privacy designate/privacy specialist who will provide 
guidance on this protocol. The privacy designate/privacy specialist will assist in assessing the situation 
and determining next steps. This initial assessment will focus on answering the following questions: 

• Did an inappropriate collection, use or disclosure of personal information occur? 
• Does personal information continue to be at risk? 
• Do clients or employees continue to be concerned? 
• Is there a violation of policy or law? 

 
The answers to these questions will determine whether a privacy breach or privacy incident has 
occurred. It is possible that what happened was not a privacy breach but was a privacy incident.  

1.3 Contain the Breach 
In conjunction with the supervisor, the employee should begin to immediately contain the breach. Steps 
should be taken to prevent any further disclosure of the personal information and/or secure and 
recover any personal information that has been disclosed. The steps will vary depending on how the 
breach occurred. 

Actions that should be taken to contain a breach are: 
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• If something was sent to the wrong mailing address or fax number, contact the recipient and ask 
them to return the records and confirm that no copies were made, in writing if possible. If 
feasible retrieve the records in person. 

• For a misdirected email, if you can, try to retract the email or contact the recipient and ask them 
to delete the email from their system and confirm that there was no further disclosure of the 
email 

• If a document, file, portable storage device was misplaced, attempt to locate.  
• For lost or stolen electronic devices (mobile phone, laptop, or tablet), contact the Service Desk 

to report the device was lost or stolen so that a signal can be sent to attempt to locate and/or 
wipe the device.  

• If a system appears to be compromised, leadership within the department should immediately 
contact the Service Desk. There may be need to invoke the CSDS Major Incident Response and 
determine if there is a cyber breach. The system may need to be taken off-line until further 
investigation can take place to fix security risks/weaknesses.  

• If a user-id or password has been compromised, immediately change the password. You should 
contact the Service Desk to assist with resetting the account password.  

 

1.4 Establish Response Team 
Large scale breaches, especially those involving a digital system or service, will need to have a privacy 
breach response team established. The response team will lead the management of the breach. 
Membership in the team may vary, and it is possible there may be more than one team established. The 
various positions identified previously will be the individuals on the response team. At a minimum, the 
team will consist of the privacy representative(s), supervisor, program/business area owner or relevant 
departmental leadership, technical representatives. The team should action the escalation protocol in 
Appendix D. This protocol will identify who within the organization needs to be notified that a breach 
occurred. It is within this team that decisions will be made to determine what other notifications will be 
necessary (i.e., police, HR, or legal counsel). 

 
Breaches of a smaller scale such as those affecting only 1 or 2 individual’s or those that may have been 
caused by human error may not have a formal response team. However, the supervisor, program 
owner, and departmental leadership will still need to be informed. The relevant program staff will work 
in conjunction with their privacy designate or privacy specialist to respond to these types of breaches. 
The escalation protocol should be used as a reference tool for notification within the department.  

Step 2: Assess the Extent and Impact  
Evaluating potential risks to affected individuals is key in responding to the breach. It is critical to 
understand the scope of the breach, who is affected and how they may be affected.  
 
The Privacy Considerations Table in Appendix B along with a preliminary breach report should be used 
to record information about all the factors that need to be considered in this next series of steps. The 
answers to the questions are critical in fully understanding all that is involved in the breach, including 
the cause and extent and importantly how those impacted could be harmed. For large scale breaches, a 
spreadsheet template as provided in Appendix F may be a helpful tool to document the analysis and 
assessment of varied or large volumes of personal information. 
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2.1 Assess the Personal Information Involved 

• Identify what type of personal information was breached.  
• Once information that is part of the breach is known, assess it for risk level based on what type 

of personal information it is. Personal information is not equally sensitive and should be 
assessed on a case-by-case basis. Government issued or stored information like SIN cards, 
financial information, driver’s license, health information is usually considered sensitive. Often a 
combination of personal information is more sensitive than any single piece.  

• Context is also important to consider when evaluating a breach. If personal information is leaked 
but not associated with names, the sensitivity would be far less than identifiable information. 
Likewise, a generic list of people who have accessed government services in the last year will be 
less sensitive than a list of people and the specific government service they have used. 

2.2 Cause and Extent of the Breach 
To understand the cause and extent of the breach it is important to answer these questions. 

• How did the breach occur or what was the cause of the breach? 
• What programs and systems are involved? 
• Is there a risk of ongoing further exposure of the information? 
• How much information was collected, used, or disclosed without authorization? 
• How many individuals are likely to receive or have access to the information that was breached? 
• What steps have been taken already to minimize the harm? 
• How many people are likely to have access to the breached information and what is the 

likelihood of disclosure online or through the media? 
• Has the information been recovered? 
• Is the information encrypted or not easily accessible? 
• Is there a risk for further breaches due to systemic problems or is the breach a one-time 

incident? 
• How can the breached information be used?  

Understanding how the breached information may be used is important for assessing the severity of a 
breach. A lost laptop with password protection and encryption that is later turned in by someone 
presents much less of a risk than a deliberate database intrusion. The former will likely amount to no 
privacy breach whereas the information in the latter is being sought after for purposeful misuse and is a 
breach. 
 
2.3 Affected Individuals 
Next, it is important to understand who is affected by the breach.  

• Is it employees, citizens, contractors, clients, service providers or other organizations? 
• How many individuals are, or are estimated to be, affected by the breach? 

2.4 Foreseeable Harm 
Identifying the risks faced by affected parties will help to inform notification and reporting decisions. 
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• What possible use is there for the personal information? Can the information be used for 
exploitation, fraud, identity theft or other harmful purposes? 

• Who is in receipt of the personal information? For example, a client who accidentally receives it 
and voluntarily notifies the sender about the mistake is less likely to misuse the information 
than someone suspected of criminal activity. 

• Is there a relationship between the unauthorized recipient and the individual whose personal 
information was breached?  

• Is there a risk of significant harm to the individual such as: 
o security risks (such as physical safety) 
o identity theft or fraud 
o access to assets or financial loss 
o loss of employment or business opportunities 
o hurt, humiliation or damage to reputation/relationships 
o breach of contractual obligations 

• Is there a risk of significant harm to the organization because of the breach such as: 
o loss of trust in the government 
o loss of assets (financial or otherwise) 
o financial exposure 
o loss of contracts/business/opportunity 
o legal proceedings (e.g., class action lawsuits) 

• Is there a risk overall to the broader public such as: 
o risk to public health 
o risk to public safety 

 

Step 3: Notify and Report on the Breach 
 
3.1 Determining if Notification is Necessary 
Notification to affected individual(s) may not be required for every breach. Notification can help 
individuals mitigate harm from a breach. Factors like the nature of the breach, the type and amount of 
personal information involved, and the potential for harm should guide whether notification is needed 
and its appropriate format (discussed in 3.2). 

To decide if notification is necessary the response team may consider the following: 

• Contractual obligations – is there a contractual obligation to notify the affected individuals? 
• Risk of identity theft – is there a possibility based on the type of information lost that this or 

other type of fraud could occur? Information such as name with a SIN or driver’s license number 
could be a potential for identity theft. 

• Risk of physical harm – is there a possibility that the loss could result in stalking, harassment, or 
physical harm to the individual? Loss of child protection or criminal history information could 
contribute to this. 

• Risk of hurt, humiliation, damage to reputation – loss of employment disciplinary records or 
medical information could contribute to this. 
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• Risk of loss of business or employment opportunities – job performance information or other 
types of personal evaluation documents would contribute to this.  

• Legislation requires notification – the FOIPOP Act does not have provisions for notification, 
however, there may be other legislation that requires notification. 

• Effect on the organization – is there is a possibility of loss of confidence in the organization or an 
impact on client relations? If so, then notification is most likely appropriate. 
 

The Risk Rating chart can be used as a guide to determine where the level of risk may be. Generally, if a 
breach falls into the medium or high category, then most likely it will be necessary to notify the affected 
individuals. Use the information documented in step 2 to complete the analysis. Use the Risk Analysis 
chart in Appendix B to record the results and determine if notification to the affected individuals should 
occur. The final decision on notification should be done in consultation with IAP Services and the Chief 
Information Access and Privacy Officer. 
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Risk Rating Chart 
Factor Risk Rating 

Low Medium High 

Nature of 
personal 
information 

• Publicly available 
personal 
information not 
associated with any 
other information 

• Personal information 
unique to the 
organization that is 
not medical or 
financial information 

• Medical, psychological, 
counselling, or 
financial information 
or unique government 
identification number 

Relationship • Accidental 
disclosure to 
another 
professional who 
reported the breach 
and confirmed 
destruction or 
return of the 
information 

• Accidental disclosure 
to a stranger who 
reported the breach 
and confirmed 
destruction or return 
of the information 

• Disclosure to an 
individual with some 
relationship to, or 
knowledge of the 
affected individual(s), 
particularly disclosures 
to motivated ex-
partners, family 
members, neighbors, 
or co-workers 

• Theft by stranger 

Cause of breach • Technical error that 
has been resolved 

• Accidental loss or 
disclosure 

 

• Intentional breach 
• Cause unknown 
• Technical error – if not 

resolved 

Scope • Very few affected 
individuals 

• Identified and limited 
group of affected 
individuals 

• Large group or entire 
scope of group not 
identified 
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Factor Risk Rating 

Low Medium High 

Containment 
efforts 

• Data was 
adequately 
encrypted 

• Mobile device or 
laptop was remotely 
wiped and there is 
evidence that the 
device was not 
accessed prior to 
wiping 

• Hard copy file(s) or 
mobile storage 
device was 
recovered almost 
immediately, and all 
files appear intact 
and/or untouched 

• Mobile device or 
laptop was remotely 
wiped within hours of 
loss but there is no 
evidence to confirm 
that the device was 
not accessed prior to 
wiping 

• Hard copy file(s) or 
mobile storage 
device was recovered 
but sufficient time 
passed between the 
loss and recovery 
that the data could 
have been accessed 

• Data or device was not 
encrypted 

• Data, files, or device 
have not been 
recovered 

• Data at risk of further 
disclosure, particularly 
through mass media or 
online 

Foreseeable 
harm from the 
breach 

 

 

• No foreseeable 
harm from the 
breach 

• Loss of business or 
employment 
opportunities 

• Hurt, humiliation, 
damage to reputation 
or relationships 

• Social/relational 
harm 

• Loss of trust in the 
public body 

• Loss of public body 
assets 

• Loss of public body 
contracts or business 

• Financial exposure to 
public body including 
class action lawsuits 

• Security risk (e.g., 
physical safety) 

• Identify theft or fraud 
risk 

• Hurt, humiliation, 
damage to reputation 
may also be a high risk 
depending on the 
circumstances 

• Risk to public health or 
safety 
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3.2 When and How to Notify  
Notification can take the form of media releases, contact to a professional organization, direct 
notification, indirect notification, or some combination of the above. The method of notification should 
be determined by the response team based on the analysis of the information. For most breaches, the 
program/business area where the breach occurred will be responsible for notifying the affected 
individuals.  

This notification should be given directly either on the phone, in person, by mail or email. Indirect 
notification such as general website postings or press releases should be reserved for breaches where 
the affected individuals are not known, or a direct notification could cause further harm, or a high 
volume makes it impracticable to notify individually. In some cases, a blended approach using multiple 
methods may work best, depending on the context and scope of the breach. 

Generally, the notification should happen as soon as possible. However, in some cases if law 
enforcement is involved, they should be consulted to determine if a notification would interfere with an 
investigation. Likewise, in rare cases if a notification may cause immediate harm to an individual’s 
mental or physical health, alternative measures should be taken to deliver the notification, such as 
having it delivered via another party such as a social worker or health professional. 

 
3.3 What to Include 
The notification should give the affected individual a comprehensive set of information so that they can 
understand the scope and severity of a breach. This notification should include: 

• Date of the breach 
• Description of the breach (extent) 
• Description of the information breached 
• Risk to the individual caused by the breach 
• Steps taken to contain the breach and any harms 
• Future steps planned or any long-term plans to prevent further breaches 
• Steps the individual can take to further mitigate their own risk or steps the public body has 

taken to assist the individual in mitigating harm. For example, how to contact credit reporting 
agencies or how to change a driver’s license 

• Contact information for the Office of the Information and Privacy Commissioner (OIPC) and 
information regarding the right to file a privacy complaint with that office. Also indicate if that 
office was notified of the breach. 

• Contact information of a government employee who can answer questions or provide further 
information 
 

 
A sample letter is attached as Appendix E 
 
Once a draft letter is completed, there is an established commitment to consult on the draft letter with 
the OIPC for feedback and to inform them of the contents of the letter for large-scale privacy breaches.  
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3.5 Reporting to the Office of the Information and Privacy Commissioner (OIPC) 
Currently neither FOIPOP nor PIIDPA legislation requires reporting that a privacy breach has occurred to 
the OIPC, however, in some instances it may be advisable to do so. The Chief Information Access and 
Privacy Officer will guide the decision making on whether it is warranted to report to the OIPC.  

Reporting will occur based on: 

• sensitivity of the personal information 
• whether the breached information could result in identity theft or other harm including physical 

harm or loss of reputation 
• large number of individuals are affected by the breach 
• information has not been fully recovered 
• breach is a result of a systemic problem, or a similar breach has occurred before 

Use the risk rating analysis exercise, previously completed for notification to the affected individuals, as 
a guide to determine if notification to the OIPC should occur. Breaches where the analysis of the risk 
results in a high rating may warrant reporting to the OIPC. If a decision is made to report, use the Report 
to the Office of the Information and Privacy Commissioner, in Appendix C, for this purpose. 
 
Step 4 Investigation and Mitigation to Prevent Further Breaches 
 
4.1 Investigation 
Most likely it will be apparent how the breach occurred early in the response process. However, it is 
important to revisit the root cause of the breach after it has been resolved to ensure the reasons for the 
breach are well understood and have been rectified.  

Privacy breach investigations should be led by the privacy designate/privacy specialist with the support 
of the program/business area leadership. As required, other areas will be engaged such as security, HR, 
etc. The investigation will include a review of the business practices and procedures, access controls in 
place, security (physical and technical), and interviews with staff involved.  

The goal of the investigation is to determine what occurred, identify areas of weakness and what 
recommendations can be made to prevent a similar situation in the future. These recommendations 
may take the form of changes to physical, administrative, or technical controls, and changes to business 
processes or training and education of employees. 

Depending on the scope of the breach, prior to beginning the investigation, it may be warranted to 
document an investigation plan. The plan should identify all possible sources of information, such as 
policies or procedures, which will need to be reviewed, establish scripted questions to be asked of those 
involved and obtain access to any system or audit logs that may be relevant. 

Use the Breach Report form in Appendix A to record the results of the investigation. For larger scale 
breaches, a larger report may be required but it will need to detail all of the elements of the form. 

4.2 Implement Change 
Based on the findings and recommendations of the investigation, the program/business area needs to 
evaluate the recommendations and develop a plan for implementation. This could mean changing policy 
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or procedures, improving security safeguards, or providing training to staff on privacy practices. The 
privacy designate/privacy specialist should provide input to the recommendations and follow-up to 
ensure that the recommendations are implemented.  

4.3 Logging and Reporting 
As a final step, each privacy breach should be added to a breach reporting log maintained by the privacy 
designate/privacy specialist. The purpose of this log is to track the breaches that have occurred. The log 
at a minimum should contain a brief description of the event, organization name, date of occurrence, 
outcome, and recommended mitigations. IAP Services will compile statistics based on the logs that will 
be used to support statistical reporting and to help identify any trends that may be occurring which 
should be addressed to prevent future breaches. 

 

For more information regarding this protocol, please contact: 
 
Information Access and Privacy (IAP) Services 
Department of Service Nova Scotia 
Maritime Centre 6North 
1505 Barrington Street, 
Phone: 902-424-2985 
Email: privacy@novascotia.ca 
  

mailto:privacy@novascotia.ca
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Appendix A 

Privacy Breach Protocol 
Privacy Breach Report 

 
This form is part of the Privacy Breach Protocol. Use this form to document all actions and outcomes 
regarding a privacy breach. 
 
Send the completed report and any attachments to the privacy designate/privacy specialist for recording 
purposes. 

 
Contact Information 
Department/Agency  
Division/Program  
Completed by 
Name  
 

Title  
 

Preliminary Report Date 
 

Final Report Date 
 

 

Breach Details 
Date Breach Occurred  
Date Breach Discovered  
Date Breach Reported to Privacy 
Specialist/Privacy Designate 

 

Description of the Breach 
 

Location of the Breach  

Estimated Number of Individuals Affected  
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Description of Actions Taken to Contain the Breach 
 

Description of Personal Information Breached 
 

Description of Safeguards in Place (administrative, technical, physical) 
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Notification 
Internal Notifications (List all individuals and position titles) 
 

Was Notification Given to Affected Individuals? ☐ Yes   ☐ No 
If yes, describe what was done and why and attach all relevant documents. 
If no, describe the reason why notification was not given. 
 
 
 
 

Reported to Office of the Information and Privacy Commissioner? ☐ Yes ☐ No 
Describe the reason for this decision and if applicable, attach a copy of the completed Report to the 
Office of the Information and Privacy Commissioner Form. 
 

Other Notifications (e.g., police, professional organization) 
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Investigation Findings 
 

Recommendations to Prevent Further Breaches 
 
 
  

Department/Agency Response to Recommendations 
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Appendix B 

Privacy Breach Protocol 
Considerations Table and Risk Recorder 

 
This document is part of the Privacy Breach Protocol and is designed to support the decision-making 
activities that occur in response to a privacy breach. 

Use the Considerations Table to help organize and summarize relevant and important elements/factors of 
the privacy breach.  

Use the Risk Analysis table to document the risk analysis using the Risk Rating chart. The analysis will help 
to determine if notification to the affected individual(s) is necessary.  

The completed form should be discussed with the privacy designate/privacy specialist to work through the 
next steps according to the breach protocol. The completed form should be attached to the completed 
Privacy Breach Report form. 

Brief Description of Breach 

 

Department/Agency Division/Program Area 

  

Date Breach Occurred  Date Table Completed 

  

Table Completed By Position 
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Considerations Table 
Use this table to document relevant and important elements/factors of the privacy breach. 

Consideration Particulars Check all 
that apply 

Type of Personal 
Information  

Age, date of birth, sex, sexual orientation, marital or family 
status  

☐ 

Criminal history ☐ 
Educational information ☐ 
Employment information ☐ 
Financial Information (banking, credit, income, debit/credit 
card number) ☐ 

Fingerprints, blood type, biometric information, or other 
inheritable characteristics 

☐ 

Identifying number or symbol (SIN, employee number, driver 
master number)  

☐ 

Medical information, including physical or mental disability ☐ 
Name, address, phone number, email  ☐ 
Race, national or ethnic origin, colour ☐ 
Religious or political beliefs or associations ☐ 
Views or opinions about the individual ☐ 
Other (please describe) ☐ 

Method of Breach Electronic system access  ☐ 
Email/Electronic transfer ☐ 
Fax ☐ 
Hacking  ☐ 
Incorrect mailing address  ☐ 
Lost/stolen  ☐ 
Social media  ☐ 
Unencrypted Laptop, tablet, or mobile phone ☐ 
Unencrypted USB, memory card ☐ 
Verbal disclosure ☐ 
Viewed only ☐ 
Other (please describe) ☐ 

Scope of breach 
(number of 
individuals affected) 

One individual ☐ 
Very few (less than 10) ☐ 
Identified and limited group (between 10 to 50) ☐ 
Large number of individuals (more than 50) ☐ 
Number affected unknown ☐ 

Recipient(s) Agent/employee of government ☐ 
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Consideration Particulars Check all 
that apply 

Co-worker ☐ 
Friend or acquaintance  ☐ 
Individual member of the public ☐ 
Multiple members of the public ☐ 
Unauthorized family member ☐ 
Unknown ☐ 

Circumstances  Existing relationship between person who breached 
information and the breach subject 

☐ 

For personal gain  ☐ 
Intentional access/use without authorization (snooping) ☐ 
Intentional disclosure without authorization ☐ 
Loss ☐ 
Malicious intent  ☐ 
Theft (targeted) ☐ 
Theft (random) ☐ 
Unintentional or accidental access or disclosure  ☐ 
Other (please describe) ☐ 

Disposition (what 
happened to the 
information after 
the breach) 

Believe that the information was destroyed and that no copies 
were made, but not confirmed 

☐ 

Confirmation of proper destruction in timely manner (e.g., 
shredded, deleted) 

☐ 

Re-disclosed (e.g., to media, social media, another person) ☐ 
Remote wipe signal has been sent to the device but no 
confirmation that signal was successful 

☐ 

Returned or recovered in full, and confirmation no copies were 
made 

☐ 

Unable to retrieve electronically or in paper  ☐ 
Unsure of location of information (device not located, papers 
or file not found) 

☐ 

Viewed only, with no further access or disclosure ☐ 
Safeguards   Data encrypted/Device encrypted ☐ 

Information/Data requires specialized knowledge to interpret ☐ 
No controls ☐ 
Password protected ☐ 
Password protected but easily determined ☐ 

Anticipated 
Impact(s)/ Burden(s) 
of Notification to the 
Department 

Implications for (future) trust in department/government ☐ 
Resources – financial  ☐ 
Resources – human  

☐ 
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Consideration Particulars Check all 
that apply 

Foreseeable Harm to 
Affected 
individual(s) 

Breach of contractual obligations - may require notification of 
third parties in the case of a data loss or privacy breach 

☐ 

Financial loss - when the information would allow access to 
financial assets such as investments or bank accounts 

☐ 

Hurt, humiliation, damage to reputation - associated with the 
loss of information such as mental health records, medical 
records, disciplinary records 

☐ 

Identity theft or fraud - most likely when the breach includes 
the loss of SIN, credit card numbers, driver’s licence number, 
debit card information, etc. 

☐ 

Loss of business or employment opportunities - usually 
because of damage to the reputation of an individual 

☐ 

Physical harm - when the loss of information places any 
individual at risk from stalking or harassment 

☐ 

Other 
Considerations 
(please describe) 

 ☐ 

 

Risk Analysis 
Use this table to document your analysis against the Risk Rating Chart (page 12) in the Privacy Breach 
Protocol. 

Factor Low Medium High 
Nature of the personal information ☐ ☐ ☐ 
Relationship ☐ ☐ ☐ 
Cause of breach ☐ ☐ ☐ 
Scope ☐ ☐ ☐ 
Containment efforts ☐ ☐ ☐ 
Foreseeable harm from the breach ☐ ☐ ☐ 

Total Number    
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Appendix C 
 

Privacy Breach Protocol 
Report to the Office of the Information and Privacy Commissioner 

 
This form is used to submit a summary of a privacy breach to the Office of the Information and Privacy 
Commissioner if it is determined that a report should be submitted based on the Privacy Breach Protocol. 

Contact Information 
Department/Agency:  
Division/Program:  
Completed by:  
Title:  
Report date:  

 

Breach Description 
Date breach occurred:  
Date breach discovered  
Date breach reported to IAP Services:  
Describe the breach and its cause 
 

Number of individuals whose personal 
information was breached: 

 

Location of the breach:  
Steps taken to contain the breach: 
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Breach Description 
Description of personal information involved: 
 

Description of safeguards in place at time of incident: 
 

Notification of affected individuals: ☐ Yes       ☐ No 
Method of notification:  
Date of notification:  
Other notifications:  
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Appendix D 

  

Privacy Breach Escala�on Process

Employee discovers or
suspects privacy breach 1

Employee reports to
Supervisor immediately2

Privacy Designate assesses if
privacy breach occurred and
risk level** 4

Supervisor* reports to
Privacy Designate/Specialist 3

Low Risk

No Breach
END Privacy

Breach
protocol***

Med / High Risk

Privacy Designate
determines if other
no�fica�on required5A
Supervisor prepares
breach report and sends
to Privacy Designate6A

Privacy Designate provides
summary reports to senior
leadership as required7A

Breach Team follows
protocol and reports to
DM/CEO – direc�on
provided based on Team
recommenda�ons

6B
Program ED prepares
report and sends to
Privacy Designate

7B

Privacy Designate
assembles breach
response team: 5B

KEY PLAYERS
1. Affected Program(s) ED (liaison with DM–

decision-maker)
2. Privacy Designate/IAP (recommends privacy

protocol ac�ons and supports breach response)
4. Communica�ons Director (engages Comms

escala�on processes)
5. CSDS ED(s)/Director(s) (engages CSDS escala�on

processes/incident response)
6. Government Services ED (engages Risk &

Insurance / King’s Printer)
7. Legal Counsel (contract considera�ons; legal

ac�on)

If personnel issues:
6. HR consultant

Please note: This diagram covers the internal notifications
process only:
 External notifications, containment tasks, and long-term

mitigation are contained in the Privacy Breach Protocol.
 Supervisors are to informally notify their Senior

Management in Step 3. Affected Executive Directors will
be formally notified in Step 5. O

nc
e 

ac
�o

ns
 c

om
pl

et
e

*In this instance, “Supervisor” may refer to CSDS employee to
whom an incident is reported

**based on breach protocol risk assessment tool and consulting
with relevant program areas as required.

***CSDS incident response may persist (not all cyber incidents involve
privacybreaches, and not all privacy breaches will stem from a cyber
incident)
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Appendix E 
Sample Notification Letter 

 
[address block]  
 
 [date]  
 
Re: Privacy breach involving your personal information  
 
We are writing to let you know that your personal information, held by the Government of Nova Scotia, 
has been [provide the specific details of what happened e.g., taken as the result of a global cybersecurity 
breach affecting system x; sent in error to another individual …].  
 
We are working hard to notify everyone who has been impacted.  
 
Information affected  
 
[List as specifically as possible the elements of personal information of the individual that was impacted, 
such as name, address, date of birth, gender, SIN, banking] 
Your information that was breached includes…. 
 
Assistance offered  
[Detail all assistance that is being provided such as credit monitoring, identity theft, counselling] 
 
We know that a breach of any kind can cause anxiety, embarrassment or raise concerns about risks such 
as fraud. We understand you will be worried and want to reassure you that we are offering support.  
 
The breach  
[Provide details of what occurred, when it occurred, how it occurred, what system was impacted, who 
was impacted] 
 
How to protect yourself  
 
[include what would apply from these suggestions based on the situation] 
 
We encourage everyone to practice safe habits to help protect themselves. This can include:  
 
• Only installing applications on your devices from well-known companies  
 
• Updating your passwords and never sharing them. Always create strong passwords and use 

multifactor authentication where possible  
 
• Being alert to phishing attempts, where scammers try to get you to give them your sensitive 

personal information or request money or gift cards. Never give out sensitive personal 
information, financial information or send money/gift cards to anyone who you have not 
confirmed to be a trusted contact 
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• Limiting your public computer use to non-sensitive transactions (and remember to log out of 

public computers when you finish using them)  
 

• Contact the Canadian Anti-Fraud Centre at 1-888-495-8501 to learn more about fraud, identity 
theft and scams affecting Canadians (https://www.antifraudcentre-centreantifraude.ca/index-
eng.htm) 

 
• Talk to your child about privacy and safe use of the Internet. Learn more about ways you can 

help protect your child’s privacy at https://www.priv.gc.ca/en/about-the-opc/what-we-
do/awareness-campaigns-and-events/privacy-education-for-kids/tips-for-parents/ 

 
Privacy review  
 
Nova Scotia has an oversight body known as the Office of the Information and Privacy Commissioner 
(OIPC) that operates independently of government. You have the right to ask that Office for a review of 
this privacy breach. If you wish to request a review, visit the OIPC’s website (https://oipc.novascotia.ca) 
for information on how to file a review. You will also find their contact information and forms on their 
website.  
 
Please note, general inquiries about this notification should be directed to the phone number or 
website provided in the “How to Reach Us” section of this letter below.  
 
How to reach us  
 
Provide the contact name, title, and phone number for an individual within the organization who can 
answer questions about the breach. For large-scale breaches consider if setting up a 1-800 line and/or 
dedicated website may be appropriate.  
 
I know this will cause you worry and concern, and we are sorry for that. Please be assured that we are 
taking this matter very seriously.  
 
Sincerely,  
 
[signature] 
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Appendix F 
 

Sample Spreadsheet for Data Analysis Recording 
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